DETECT MONITORING SERVICES
AND DETECT SAFE BROWSING:
Empowering Tools to Prevent Account Takeovers
SUMMARY

The Federal Financial Institutions Examination Council (FFIEC) is planning to
update online transaction authentication guidelines for the first time since
2005. This regulatory oversight plans to put greater responsibility on the banks
and credit unions to enhance their security and prevent fraud. Easy Solutions
Detect Monitoring Services and Detect Safe Browsing are two state of the art
tools that will surpass the security requirements set forth by the FFIEC and can
help detect fraud before it happens.
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Emerging Phishing Attacks and
Financially Motivated Malware
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Organization Attacked

Estimated Money Lost

Comerica Bank

Experi-Metal Inc.

$550K

Professional Business Bank

Village View Escrow

$465K

BankcorpSouth

Choice Escrow

$440K

PlainsCapital Bank

Hillary Machinery

$800K

Bankers Trust

Catholic Diocese of Des Moines

$600K

Ocean Bank

Patco

$500K
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Proactive Anti-Phishing Protection
Detect Monitoring Services (DMS) is a dominant
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More than ever financial institutions need to proactively protect their online banking channels.
Cybercriminals are actively looking to exploit vulnerable websites. DMS is an intelligent technology and
service that empowers financial institutions to work in the proactive zone of detecting malicious activity
and phishing attacks and stops them before they can even be launched.
www.easysol.net
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End User Level Protection
Easy Solutions has recognized this major void at
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Key Features of Detect Safe Browsing
DSB can be customized to meet the branding needs of any financial institution. It is designed to be
non-intrusive, effective, and fast. The entire scan takes milliseconds. The application is a one-time
installation, and there are no end user updates; only the Easy Solutions server is updated. As new
malware processes develop and evolve, Easy Solutions adds them to a blacklist that is continually
updated. The malicious activity is also logged and history reports are provided. This summary
information keeps financial institutions well connected and aware of the threats affecting them and
their customers.

DSB detects and protects against the following:

Hosts file poisoning
Pharming attacks
Malware attacks that include:
 Key logging and screen logging
 Financially motivated malware
 Man in the middle (Proxy)
 Man in the middle (ARP Poisoning)
 Man in the middle (SSL Weakness)

www.easysol.net
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True Game Changers
It is important to note and understand that DMS
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START PROTECTING YOUR FINANCIAL INSTITUTION AND CUSTOMERS WITH DETECT
MONITORING SERVICES AND DETECT SAFE BROWSING
For additional information including DMS and
DSB demonstrations, please contact David
Sylvester or visit the Easy Solutions website.

David Sylvester
dsylvester@easysol.net,
Business Development Manager
Tels: (206) 452-5613, (866) 524-4782 ext. 103
www.easysol.net
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Easy Solutions is the only security vendor focused exclusively on fraud prevention, providing
anti-phishing services, multifactor authentication and anomaly transaction detection.

Easy Solutions delivers an integrated and comprehensive approach to multichannel fraud
prevention and works in alliance with industry leaders in other security disciplines
supporting a wide range of heterogeneous platforms.

Headquarters:
1401 Sawgrass Corporate Parkway, Sunrise, FL 33323 – Tel. +1-866-5244782

Latin America:
Cra. 13A No. 98 – 21 Of. 401 Bogota, Colombia – Tel. +57 1- 7425570.

www.easysol.net
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